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AR

JI.C. XmamoBa

UHCTpYKUHS 17151 00yHAI0MHXCH N0 00ecneYeHH 0 HH Popa ol GezonacnocTn npH
HCNOAb30BaHHM ceTH «HTEepHeT» IS pa3MellleHHs B Y1eOHbIX KAOHHETAX, B KOTOPbIX
ocyulIecTBIsieTcst A0CTYN B ceTh «MuTEpHETY

C KaXIbIM TOJOM MOJIOJIEKH B HHTEPHETE CTAHOBUTbCA OOINbIle, a IIKOJILHUKHA OJHH U3
caMbIX AaKTHBHBIX Mojb3oBaTesiell PyHeta. Mexay TeMm, NMOMHMO OFpPOMHOTO KOJIH4YeCTBa
BO3MOJKHOCTEH, MHTEPHET HeceT M npobiembl. DTa mamATKa JO0/KHaA NoModb Tebe GesonacHo
HaXO/IUThCH B CETH.

KoMnboTepHabie BHPYChI

KoMmmploTepHblii  BHpPYC - 3TO  Pa3HOBUIHOCTb  KOMIBIOTEPHBIX — TIPOTPaMM,
OT/JIMYMTENIBHONW OCOOEHHOCTBIO KOTOpOH SBJISETCA CIOCOOHOCTH K pasMHOKeHHio. B
JIONIOJIHEHHE K TOMY, BUPYChl MOTYT MOBPEIHTh WIIH MOJHOCTbIO YHHYTOXKHTb BCE Q)aifmm'u
JlaHHBIE, MOJKOHTPOJIbHBIE MOJIB30BATEIIO, OT MMEHH KOTOporo Obula 3amylleHa 3apaXeHHas
mporpaMma, a TakKe IMOBPEIHTb WM JakKe YHHYTOKHTb OMNEPAlMOHHYIO CHCTEMY CO BCEMH
daiinamu B uenoM. B GobIIMHCTBE CllydaeB paclpOCTPaHAIOTCS BUPYChl Yepe3 HHTEPHET.

MeTobl 3aIMTHI OT BPEJAOHOCHBIX NPOrpaMMm:

1. Vicnons3yii coBpeMeHHBIE ONEPAllMOHHbIE CHCTEMbl, UMEIOIIME CEpbe3Hbiii YPOBEeHD
3alMThl OT BPEJOHOCHBIX NIPOrpamMm;

2. TlocTosiHHO ycTaHaBiMBaW NayTh (IMQPOBLIE 3aIUIATKH, KOTOpbIe aBTOMAaTHYECKH
YCTaHABIMBAIOTCA C LeNbl0 J0pabOTKH MNpOrpaMMbl) W JApyrHe OOHOB/IEHHMS CBOCH
omnepaiMonHo# cucTembl. CKadmBail HX TOJIBKO ¢ oduIManbHOTO caita paspaboranka OC. Ecin
CYILIECTBYET PeKUM aBTOMATHYECKOrO OOHOBJIEHHS, BKIIIOUH ero;

3. Pabortaii Ha cBoeM KOMITbIOTEpE IO/l MpaBaMM I10Jb30BaTeNsd, a He aJIMHHUCTpaTOpa.
JTO HEe TMO3BOJIMT OOJBHIMHCTBY BPEAOHOCHBIX NPOrpaMM HMHCTAJUTMPOBAaTBCA Ha TBOEM
NepCOHaIbHOM KOMITBIOTEPE;

4. Wcnonb3yii aHTMBHPYCHBIE MPOrPaMMHBIE MPOIYKTBI H3BECTHBIX MPOM3BOAUTENEH, C
aBTOMaTH4YeCKHM OOHOBIEeHHEM 0a3;

5. Orpanuyb PU3HYECKH JOCTYII K KOMIIBIOTEPY /U1 MOCTOPOHHUX JIHIL;

6. Vcrionb3yii BHEIIHUME HOCHTENH MHGOPMALIHH, Takie Kak duemka, JUcK win daiin u3

HHTEpHETAa, TOJIbKO U3 NPOBEPEHHBIX HCTOYHHKOB;



7. He orkpbiBaii KoMNbloTepHble (aiiibl, Mody4eHHbIE W3 HEHaJeKHBIX HCTOYHHKOB.
Jlaxke Te Qaiiibl, KOTOpbIe MPHCIal TBOH 3HaKOMbIH. Jlydllle yTOYHH y HEro, OTHpaBisil JIH OH
Tebe ux.

Cerun WI-FI

Wi-Fi - 3To He BHJI Nepe/iadn JaHHBIX, He TEXHOJIOT U, a BCero Juib Openn, Mapka. Eme
8 1991 romy Huaepaaniackas KoMmmanus 3apeructpuposana Gpenn "WECA", yro obosHayasno
crnoBocoveranne "Wireless Fidelity", koTopbiii nepeBoanTcs Kak "GecrpoBoHas TOYHOCTB".

Jlo Hamero BpeMeHM Joluia apyras abOpeBHaTypa, KOTOpas SBISETCS TaKoW e
TexHosorueii. 1o ab6pesuarypa "Wi-Fi". Takoe nHa3panHe ObUIO 1aHO C HAMEKOM Ha CTaHIapT
BhiciIeii 3BykoBoii Texuuku Hi-Fi, 4To B nepeBo/ie 03HauaeT "BbICOKas TOYHOCTD".

Jla, GecruiaTHBIH HHTEPHET-IOCTYN B Kade, OTeqsX M ad3ponopTax sABAAETCA OTIMYHOH
BO3MOKHOCTBIO BBIXOJ1a B MHTepHeT. Ho MHOTrHe 3KCIepThl CHMTAIOT, 4To obumenoctynHbie Wi-
Fi ceTn He sABIsAOTCA 6€30MaCHBIMH.

CoBeTsl 1o Ge3onacHocTH paboTsl B 001meaocTynHbIX ceTax Wi-fi:

1. He nepenapaii cBoioo iuuHyl HHpopMaumio depes obmemoctynusie Wi-Fi cern.
PaGoTas B HUX, elaTelbHO HE BBOAUTH MapOJIH AOCTYMA, JOIHHbI H KaKHe - TO HOMepa;

2. Ucnonb3yii ¥ 06HOBIIsIH aHTHBUPYCHBIE MporpaMMbl U Opanamayep. TeM camMbiM Tl;l
obe3onacuub cebs OT 3aKaYKH BUpyca Ha TBOE YCTPOHCTBO;

3. Ilpu wucnombsoBanuu Wi-Fi orkmoun ¢ynkimmio "O6mmii noctyn x aiinam H
npuntepam". JlaHHas (yHKIMS 3aKpbiTa M0 YMONYaHHIO, OJHAKO HEKOTOphbie MOJb30BaTEIH
aKTHBUPYIOT €€ I yA00CTBa UCTIONb30BaHUA B paboTe wiu yuebe;

4. He ucnonssyii myomnunsii WI-FI s nepenaus JnWYHBIX AaHHBIX, Hanpumep s
BBIXOJ1a B COIMAJIbHbIE CETH WIH B 3JEKTPOHHYIO MOYTY;

5. Vcnonw3yit Tonbko 3ammineHHoe coennHenue depes HTTPS, a we HTTP, T.e. mpu
nabope Be6G-aapeca BBoaM uMeHHO "https:/";

6. B wmoGmwisHOM Tenedone ortkmoun Qyskuuio "Toaxmouenne k  Wi-Fi
aBTomaTHuecku". He nonyckait aBTOMaTH4eCKOTO MOAKIIOYEHHS YcTpoiicTsa K ceTam Wi-Fi Ges
TBOETO COracus.

ConnaabHbie CeTH

CoumanbHble CeTH aKTHBHO BXOIST B Hallly )KH3Hb, MHOTHE JIOAM paboTaloT U KHUBYT
TaM MOCTOSHHO, a B Facebook yke 3aperncTpHpoBaH MHJUIHApJ 4eJIOBEK, YTO SBJAETCH OJHOMH
celbMOM BCeX KHTeNel TNiaHeThl. MHOrMe MOJb30BaTelN He MOHHMAIOT, 4YTO MH(opMauus,
pasMellleHHas HMH B COLHAJIBHBIX CeTAX, MOKET ObITh HalJeHa W HCIO/Ib30BaHA KEM YIOJHO, B
TOM 4HCJIE He 06s3aTeNIbHO ¢ OJIarUMH HaMEpeHHSAMH.

OCHOBHbIE COBETHI 110 6€30MaCHOCTH B COLMAJIBHBIX CETAX:



1. Orpanuup crmmMcok apyseil. Y TeGs B 1py3bAX He AOKHO ObITh CIy4aiHBIX H
HE3HAaKOMBIX JIIOZICH;

2. 3amumai cBOI YacTHYIO XM3Hb. He yka3biBaii mapoiu, TenedoHsl, aapeca, Aary
TBOETO POXKACHHS M APYIYIO JUYHYI0 MH(OpMaluio. 3IOYMBILIICHHHKH MOTYT HCHONb30BaTh
naxe HHGOPMALIMIO O TOM, KaK Thbl M TBOH POJIUTEIIH TUTAHHpPYeTe MPOBECTH KaHUKYIIbI;

3. 3ammmiaji CBOIO penyTalHio - IEpXKH ee B YUCTOTe M 3ajaBaii cebe Bompoc: xotel Obl
Thi, YTOGBI JPyrHe MOJIb30BATEN BHIACIH, 4TO Thl 3arpyxkaeiub? [loaymai, npexae 4eM 4To-To
onmyOJIMKOBaTh, HAMTKUCATh U 3aIPYy3HTh;

4. Eciu ThI FOBOPHILIb C JIOJBMH, KOTOPBIX HE 3Haelllb, He MCIIOJIb3Yi CBOE peallbHOe UM
¥ APYTYIO JTHYHYI0 HHPOPMALHK: HMS, MECTO XKHTEILCTBA, MECTO y4eObl i Mpoyee;

5. WUsberaii pasmeienus ¢otorpaduit B MuTepHeTe, rae Thl M300paXeH Ha MECTHOCTH,
110 KOTOPO# MOXHO ONPENENUTh TBOE MECTOIOIOKEHHE]

6. Tlpu perucTpalii B COLMAIbHON CeTH HEOOXOANMO MCTIONb30BATh CII0XKHBIE NAPOIIH,
cocTosIme U3 OYKB U HQp U C KOIHYECTBOM 3HAKOB He MeHee 8;

7. JIns colMasbHOM CETH, MOYTHl U JAPYTHX CaiTOB HEOOXOAMMO HMCIOJIb30BATH pa3Hble
naposu. Toraa eciii TeGs B3JIOMAIOT, TO 3MOYMBIIUIEHHAKH MOJTy4aT AOCTYT TOJBKO K OXHOMY
MecTy, a He BO BCE Cpasy. .
J/IeKTPOHHbIE IeHbBI'H

DJIeKTPOHHBIE JEHbIH - 3TO OYeHb YAOOHBIH CMOCOO miarexei, OJHAKO CYyILECTBYIOT
MOILIEHHHKH, KOTOPbIi€ XOTAT MOJYYHTh 3TH JACHBIH.

DIeKTPOHHbIE JEHbTH TOSBUIMCH COBCEM HEJABHO M MMEHHO H3-3a TOr0 BO MHOIMX
rocyaapcTBax /10 CHX Nop He MPONHCaHO Mo HUX B 3aKOHAX.

B Poccum e oHH GYHKLIIHOHUPYIOT H O HHX Y)K€ NPOMKCAHO B 3aKOHE, I/ie HX pasaesioT
Ha HECKOJIbKO BHJIOB - aHOHMMHbBIE M He aHOHMMHbIe. PasHuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pellaeTcs IpOBOAWTH omepaudd Oe3 HAeHTH(HMKALMM TOIb30BaTeNs, a B
HeaHOHUMHBIX WISHTH(HUKALMA M0Ib30BaTe s ABJIAETCA 06s3aTeIbHOM.

Takoke cieayeT pa3iuyaTh 31eKTPOHHbIC (pUaTHbIE NEHbIM (PaBHBI rOCYIapCTBEHHBIM
BaJIFOTaM) U SNIEKTPOHHbIE HepuaTHbIe JeHbIH (He paBHbI TOCYAapPCTBEHHBIM BAIIOTaM).

OcHoOBHBbIE COBETHI 110 Oe30macHoi paboTe ¢ IEKTPOHHBIMH [ICHbraMH:

1. TpuBsiku K cueTy MOOWIBbHBIH TeneoH. To caMblif yno6HbI U GBICTPBIA cMOCOD
BOCCTAHOBHTH JOCTYN K cuery. [IpuBs3aHHbIi TeneoH TNOMOKET, eciH 3abyzaelib CBOW
[UIaTeXKHbIH Napob WK 3aiIelllb Ha CAT ¢ HE3HAKOMOTO YCTPOHCTBA;

2. crionb3yii oHOpasossle napou. [lociie mepexo/ia Ha YCHJIEHHYIO aBTOpH3alyio Tebe

yiKe He Oy/leT yrpojkaTh ONaCHOCTh KPaXXH HIJIH IIepeXBara IUIaTeKHOro napoJis;




3. Boibepn cnoxubiii naponb. [lpectynHukam Oyzer He npocTo yraaaTh CHOMKHBIN
napoib. HajexHble naposu - 3To napoJiy, KOTOpble Coep)KaT He MeHee 8 3HaKOB U BK/IIOYAIOT B
cebs CTpoYHbIe W NMPONMCHBIE OYKBbI, HH(PbI U HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HaK JloJuiapa,
¢yHTa, BoCKNHIaTeNbHbIH 3HaK U T.M. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JaHHbIE HA CalTaxX, KOTOPHIM He J0Bepsellb.

DJIeKTPOHHASA NOYTA

DneKTpoHHas MoYTa - 3TO TeXHOJOTHA M MpeJoCTaB/IieMble €10 YCIYTH MO MepechblUike U
MOJYYEHHIO 3JIEKTPOHHBIX COOOIIEHHH, KOTOpbIe pacrnpefeNsioTcsi B KOMIBIOTEPHOH CeTH.
OOBIYHO ~ NMEKTPOHHBI  MOYTOBBIM  SIIUMK  BBINISAMT  CleAylolM  obpasoM:
UMS_TIONIb30BAaTENA@uUMs_1oMeHa. Takke KpoMme TnepeJadyd IPOCTOro TEKCTa, HMeeTcs
BO3MOJXKHOCTb Nepe/iaBaTh (aiiibl.

OcHoBHbIE COBeTHI MO Oe30nacHo! padboTe ¢ JIeKTPOHHOM MOYTOIH:

1. Hano BeIOpaTh mpaBUiIbHBIH MOYTOBLIN cepBUC. B HHTepHeTe ecTh OrpOMHBINH BbIOOP
OecnIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4llle JOBEPATh TEM, KOTO 3HAEllb U KTO TNEPBbIH B
pelTHHrE;

2. He yka3piBaii B JIMYHOW MouTe JHYHYIO HHpopmaimio. Hanpumep, nyuuie BbiOpaTh
"My3biKaJbHbIH _(paHaT@" unu "pok2013" BmecTo "remal3"; .

3. Ucnonb3y# ABYX3TalHYl0 aBTOPH3AIHIO. ITO KOrJaa MOMHUMO Maposisi HY)KHO BBOJIMTH
KOJ, NpHChUTaeMbli o SMS;

4. BeiOepu cnoxHbIM maponb. [ Kakaoro noyTroBOro SIiiMKa J0DKeH ObiTh CBOM
Ha/Ie)KHBIH, YCTOMYMBBIN K B3JIOMY Napoilb;

5. Eciiu ecTh BO3MOMKHOCTb HalMcaTh CaMOMY CBOH JIMYHBIH BOMPOC, MCMONB3YH 3TY
BO3MOJKHOCTb;

6. Hcrmonb3yit HECKONbKO MOYTOBBIX SIIMKOB. [lepBblii A1 4acTHOH NEpenucKH ¢
ajipecaTaMH, KOTOPBIM Thl JOBepsielllb. JTO 3JIeKTPOHHbINA aJpec He HAaJO MCIMONb30BaTh TNMPH
perucTpauny Ha opymax M cairTax;

7. He otkpeiBaii daiinbl U Apyrue BIOKEHHS B MMHUCbMaX, Jaxe €CJIH OHH INPHUUIH OT
TBOMX Jpy3eii. Jlydille yTOUHM y HHX, OTIIPABISAIN U OHM Tebe Tu daiinbl;

8. [Nociie okoH4YaHUs pabOTHI Ha IOYTOBOM CepBHCE Tepe] 3aKpbITHEM BKJIA/IKH C CAHTOM
He 3a0yap HaxkaTh Ha "Beriit".

Kubep0y/uIHHT HIH BHPTYAJIBHOE H31EBATEIbCTBO

KubepOy/ummHr - mpecie/ioBaHHe COOOLICHUAMM, COJEpIKALIMMU  OCKOpOIeHHs,
arpeccHio, 3anyruBaHue; XyJIMIaHCTBO; cOLlMalibHOe OOMKOTHpOBaHHME C MOMOIIBIO Pa3IHYHBIX
HHTEPHETCEPBUCOB.

OcHoBHbIe cOBeTHI MO 6OpbOe ¢ KHOepOYITHHIOM:




1. He 6pocaiics B Goit. Jlyummii cnoco®: nmocoBeToBaThesi Kak ceOsl BECTH M, €CJIM HET
TOro, K KOMy MOXKHO OOpaTHTbCS, TO BHauajle YCHOKOWTbcs. Ecim Thl Ha4yHellb OTBE4aTh
ocKopOIeHHSAMH Ha OCKOPOJIEHHS, TO TOIBKO ellie Gobile pasokokellb KOHGIHKT;

2. Ynpagnsii cBoelt kubeppenyrauueii;

3. AHOHMMHOCTb B ceTH MHHMMas. CymecTBylOT crnocoObl BBIACHHTb, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He CTOMT BECTH XyJIMIaHCKWH 06pa3 BHpTyasibHOMH ku3HH. UHTepHeT uKCcHpyeT Bce
TBOM JIeHCTBHS ¥ COXpaHseT uX. Y IaluTh X Oy/leT KpaiHe 3aTpyAHUTEIbHO;

5. Cobaroaii cBOIO BUPTYAJIbHYIO Y€CTh CMOJIOAY;

6. UrHopupyii e1MHMYHbIH HeraTB. OHOPa30Bbie OCKOPOUTENbHbIE COOOLIEH S JTyyllle
uraopupoBath. OGBIYHO arpeccHs NpeKpaaeTcs Ha Ha4albHON CTanu;

7. Ban arpeccopa. B nporpaMmax oOMeHa MIHOBEHHBIMU COOOIUICHHSMH, B COLMATIbHbIX
CeTsiX ecTh BO3MOJKHOCTh OJIOKHPOBKH OTIPABKH COODIIEHHH ¢ ONpe/ie/IeHHBIX aipecoB;

8. Ecau Tl cBuaerenb KuOepOymwmHra. TBou JeHCTBHA: BBICTYIIHTH IPOTHB
npecienoBaTens, MOKa3aTh €My, 4TO €ro JAEHCTBHS OLECHMBAIOTCA HEraTHBHO, MOAAEPXKaTh
JKEpPTBY, KOTOpOH HYyKHA IICHXOJIOTHYECKas MOMOIIb, COOGWMTh B3pOCIBIM O (akTe
arpecCHBHOIO MOBE/ICHHSA B CETH. ‘
MobnabHbii Teaedon

CoBpemeHHble cMapThOHB M IUIAHIIETHl COJepkaT B cebe BIOJIHE B3POCIbIH
dyHKIMOHAN, W Temepb OHM MOTYT KOHKYPHPOBAaTb CO CTallHOHApHBIMH KOMIbIOTEPAMH.
OnHaKo, CPeACTB 3alUThL UTA MOJ0OHBIX YCTPOHCTB MoKa 04eHb Maslo. TecTHpoBaHHE U MOMCK
yA3BHUMOCTel B HMX NPOMCXOAMT He Tak MHTeHcHBHO, kKak s [IK, To ke camoe kacaercs
MOOHIIBHBIX TIPHIIOKEHHH.

CoBpeMeHHble MOOHIBHBIC Opay3epbl yike NPaKTHYECKH [JOTHAIH HACTONbHBIC aHAIOTH,
OlHaKO pacmupeHue (QYHKIHOHANa BIeYeT 3a COOOH OONBIIYIO CIOXHOCTE M MEHBLIYIO
3alIMIIEHHOCTD.

Jlasieko He Bce MPOM3BOIMTENH BBIMTYCKalOT OOHOBJIEHMs, 3aKphIBalOIHE KPHTHYECKHE
yA3BUMOCTH JUISl CBOMX YCTPOMCTB.

OCHOBHbIE COBETHI JIJIsi 6€30MaCHOCTH MOOHIIBHOTO TeledoHa:

Huuero He sBisieTcs Mo-HacTosmeMy GecruiaTHeIM. Byb ocTopoxeH, Belb Koraa Tebe
Mpe/IaraloT GecIUIaTHbIH KOHTEHT, B HEM MOT'YT OBITh CKPbIThI KaKHe - TO IUIaTHbIC YCIYTH;

Jlymaii, npexae 4eM oTnpaButh SMS, doto mim Buaeo. Thl TOYHO 3Haellb, II€ OHHU
OyayT B KOHEYHOM HTOre?

Heo6x0auMO 0GHOBIATH ONEPAlHOHHYIO CHCTEMY TBOETO cMapToHa;

Vcnonb3yii aHTMBMpPYCHbIE IPOTPaMMBbI JUT MOOUITBHBIX Te/le(OHOB;



He 3arpyxaii NpuioXeHHs OT HEH3BECTHOrO HMCTOYHHMKA, BElb OHH MOTYT COJepIKaTb
BPEIOHOCHOE NporpaMMHoOe obecrieyeHue;

Iloce Toro xak Tl Belifems ¢ caiiTa, rae BBOAWJ JHUHYIO MHDOPMALMIO, 3aiiiu B
HacTpoHKu Opay3epa u yaanu cookies;

[lepuonuyeckn npoBepsi, Kakue IJIaTHBIE YCIY'H aKTHBHPOBAHbI Ha TBOEM HOMepE;
MlaBaii cBoii HOmep MOGHMIBHOrO TenedoHa TONBKO JTIOAAM, KOTOPHIX Thl 3HAEIb H KOMY
JOBepsiellib;

Bluetooth nomxken GbITh BBIKITIOUEH, KOrIa Thl UM He MoJb3yemibes. He 3a6biBaii MHOr 12
NpPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHBIE OHNAHH-MIPbl - 3TO KPAcCOYHBIE, 3aXBaThIBAIOLIME pa3BICHEHHUS,
OOBEMHSIOUIME COTHH ThICAY YeJIOBEK 110 BCeMy MHpy. UrpokH McciedyloT JaHHBIH UM MHD,
00IIAlOTCS APYT ¢ APYTOM, BBITONHSIOT 3a/aHAsl, CPAKAKOTCS C MOHCTPAMH M TIOJNYYAIOT OIbIT.
3a yNOBONIBCTBHE OHM IUIATAT: MOKYMAKT JHCK, OIUIAYHBAIOT aGOHEMEHT WM MPHOGPETAroT
KaKHe-TO OMIIHH.

Bce >t cpeictBa MAyT Ha moaaepkaHWe W pa3BHTHE HIPhl, a TaKke Ha camy
0e30MacHOCTb: COBEPIIEHCTBYIOTCS CHCTEMBI ABTOPM3allUM, BBIMYCKAIOTCA HOBbIE NaT4H
(tMdpoBBIE 3anIATKK 1A IPOrPaMM), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B moo6Hbix Mrpax cTOMT omacaThCsi He CTOJNBKO CBOMX CONEPHHKOB, CKOJBKO Kpaxu
TBOET'O MapoJis, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALMH GOJIBIIMHCTBA UIp.

OcHoBHbI€e COBETBI 10 6€30MaCHOCTH TBOETO HIPOBOTO AKKAYHTA:

1. Ecin apyroii urpok BesieT cebsi I10X0 Wi co3naeT Tebe HEeNPHATHOCTH, 3a010Kupyi
€ro B CITHCKE UIPOKOB;

2. Tloxamyfics aJMMHUCTpPaTOpaM MIPhl Ha IUIOXO€ TMOBEJEHHe 3TOr0 HIpoOKa,
JKeJIlaTesIbHO NPUIIOKHUTH KaKHe-TO 10Ka3aTelIbCTBA B BHIE CKPHHOB;

3. He ykasbiBaii 1uuHyio HHQOPMALHIO B TIpodaiiie Urpbl;

4. VBaxaii IpYrHX YYaCTHHKOB 110 HIDE;

5. He ycranaBinuBaii HeouLHATbHBIE TTATYH H MOJIBI;

6. Hcnonb3yii cokHbie U pasHble MapoJiu;

7. Jlake BO Bpemsl MIDbl He CTOMT OTKMIOYaTh aHTHBMpPYC. [loka Thl Mrpaeuib, TBOI
KOMITBIOTEP MOT'YT 3apa3HTh.

OHIIHHAT HJIH KPaXa JHYHBIX JAHHBIX

OObI4HON Kpaxeil [eHEr M JOKYMEHTOB CEro[Hs ykKe HMKOTO He YIMBHINb, HO C

PasBUTHEM HMHTEPHET-TEXHOJIOTMH 3IOYMBILUICHHUKH [I€PEMECTHIMCh B MHTEPHET, |

NPOJIODKAIOT 3aHUMAaThCA "MoOUMBIM" 1e]TOM.




Tak MosABMIACH HOBas yrpo3a: HHTEPHET-MOLICHHHYECTBAa WM (UIIMHT, I7aBHas Lelb
KOTOPOTO COCTOMT B MOJYYCHHH KOH(WICHUHMATbHBIX IaHHBIX MOJb30BaTeeH - JOTHHOB M
naponeii. Ha anrmmiickom si3bike phishing unraetcs kak ¢uumnr (ot fishing - peibHas noBs,
password - mapoib).

OcHOBHBIE COBETHI 110 60pbOE ¢ PUILHHIOM:

. Cneam 3a cBOMM akkayHToM. Ecim Tbl Mojo3peBaellb, 4YTO TBOs aHKeTa Oblia
B3J0MaHa, TO Heo6X0aUMO 3a6J0KHPOBATh €€ M COOOLIMTH aIMHHUCTpaTOpaM pecypca 06 3ToM
KaK MOJKHO CKopee;

2. Ucnons3yii 6e3onacHble BeO-caiiThl, B TOM YHMCIIE, HHTEPHET-MarasHHOB U MOHCKOBBIX
cHucTeM;

3. Ucnons3yit crnoxubie U pasHbie maponn. Takum obpa3oM, eciu Tebs B3JIOMAIOT, TO
37I0yMBIIUIEHHUKH TIOIY4aT JOCTYI TONBKO K OHOMY TBOEMY NPOGHIIIO B CETH, a He KO BCeM;

4. Ecnu Tebs B3710Maiy, TO HEOOXOMMO NMpeaynpeinuTh BCeX CBOMX 3HAKOMBIX, KOTOpbIe
no6aBiieHbl Y Te6s B APY3bAX, O TOM, YTO TeOs B3TOMAIH H, BO3MOKHO, OT TBOETO MMEHH OyzeT
pacchlIaThes CaM H CChUTKM Ha QHMIIMHIOBbIE CaWThI;

5. Ycranou HaznexHsii mapoib (PIN) Ha MoGuibHbIH TenedoH;

6. OTKII0YH cOXpaHeHHe MapoJs B Opaysepe;

7. He oTkpsiBaii dpaiiibl U Apyrue BJIOKEHHs B MHCbMax, Jake €Cjii OHH NpPHILIA OT
TBOMX Jpy3eii. Jlyule yTouHH Y HHX, OTIPaBISIIA M OHH Tebe 3TH (aisbl.

Hudposas penyranus

LluppoBas penyTaims - 3T0 HeraTHBHas WIH TO3MTHBHAas WHQopMalus B ceTH o Tede.
KommnpomeTupyiomas uHGOpMaLys, pasMellleHHas B HHTEPHETe, MOXKET Cepbe3HbIM 00pasoM
OTpa3HThCA Ha TBOeil peasbHOil sku3HH. "Lludposas penyrauus” - 570 TBOH HMHIIK, KOTOpBIN
dopmupyertcs u3 uHdoOpMaIHK 0 Tebe B MHTEpHETe.

TBOE MECTO )KUTEIILCTBa, Yuebbl, TBOe (PHHAHCOBOE NMOJIOKEHNE, 0COOEHHOCTH XapaKkTepa
M paccKasbl 0 OJIM3KHX - BCE 3TO HaKaIlJIHBaeTCs B CETH.

MHorHe NOAPOCTKH JIETKOMBICIIEHHO OTHOCATCS K MyOMMKalMu JHYHOH HHPOPMALHH B
VnTepHeTe, He TIOHMMas BO3MOMKHBIX mocneAcTBHi. Thi faxke He CMOXKENIb JOTafiaTbCs O TOM,
4qt0 dpoTorpadus, pa3mMellleHHas 5 JeT Ha3aJl, CTajla NPUYMHOH OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuun, pasMelleHne TBOMX (oTorpaduii W apyrue NSHCTBUA MOIyT He
MCUE3HYTh Jake MOCjie TOro, Kak Thl MX yAaiuiib. Thl He 3Haellb, KTO COXpaHWI STy
MHpOpMaLHIo, TIONaNa M OHa B NOMCKOBBIE CHCTEMbI H COXPaHWJIACh JIM OHA, a TJIaBHOE: YTO
MOAYMAIOT 0 Tebe OKpykKaloLlMe JIOAH, KOTOphle HaiayT u yBuasr sto. Haitn mHdopmaiuio
MHOTO JIeT CIyCT CMOXeT I1060# - Kak M3 J0OpbIX MoOykKIeHHH, Tak M C HaMEpEeHHEM

NPpHYUHHTDL BpPEI. 3TO MOKET OBITh KTO YIroaHo.



OcHOBHBIE COBETBI 10 3alMTE UN(PPOBOi penyTaluu:

1. Tlogymaii, mpexe 4eM 4yTO-TO MYONMKOBaTh M NepegaBaTh y cebs B Onore win B
COLIMaNIbHOM CeTH;

2. B HacTtpoiikax npoduis yCTaHOBH OrpaHHUYEHUs HAa MPOCMOTP TBOEro Mpoduis U ero
COIEP)KUMOro, c/iejiail ero TosbKo "1 apysei";

3. He pa3smelnaii u He yKa3biBail HHOPMALHIO, KOTOPas MOKET KOro-1ubo ocKoposTh
WIIH OOHKaTh.

ABTOpPCKOE IpaBo

CoBpeMeHHBIE LIKOJIbHUKH - AKTHBHBIE TONb30BaTeNH LM(POBOro NpOCTPAHCTBA.
OjHaKo JaJieko He BCe 3HAKOT, YTO MOJIb30BaHHE MHOIMMH BO3MOJKHOCTSMH HM(pPOBOro Mupa
TpebyeT cobitoieHHs NpaB Ha HHTEJUIEKTyalbHYI0 COOCTBEHHOCTD.

Tepmun "HHTe/MIeKTyalbHas COOCTBEHHOCTb"' OTHOCHTCA K pa3jIMYHbIM TBOPEHHUAM
4eJI0BEYeCKOro yMa, HauMHas ¢ HOBbIX W300peTeHHi U 3HaKOB, 0003HaYalOMMUX COOCTBEHHOCTD
Ha MPOAYKTHI M YCIyrH, M 3aKaH4WBas KHUTramH, ¢ortorpagusmu, KuHOQHIBMAMH M
MY3bIKaJIbHbIMH NIPOH3BEICHUAMHU.

ABTOpCKHeE TIpaBa - 3TO MpaBa Ha UHTEJUICKTYaJbHYI0 COOCTBEHHOCTh Ha MPOHM3BEICHHUA
HayKH, TUTepaTypbl H HCKYCCTBAa. ABTOPCKHE MpaBa BBICTYNAIOT B Ka4eCTBE rapaHTHH TOTO, 4T0
WHTEJUIEKTYaJIbHBIH/TBOPYECKHH TPy aBTOpa He OyaeT HampacHBIM, JacT €My CIpaBelIMBbIe
BO3MOXHOCTH 3apaboTarh Ha pe3y/lbTaTaxX CBOEro Tpy/a, MOJYYHTh H3BECTHOCTh W NMPU3HAHHE.
Hukro 6e3 pa3spelieHHs aBTOpa He MOKET BOCIIPOH3BOJINTh €ro NpoU3Be/IeHHe, paclpOCTPaHATh,
nmyOJIMYHO [eMOHCTPHPOBATh, MpPOAaBaTh, MMIOPTUPOBATh, [yCKaTh B MpOKaT, MyOIMUHO
HCIIONHSATD, TOKa3bIBaTh/UCIIONHATD B 3¢dupe uiau pa3memiats B UHTepHeTe.

Wcnonb3oBanue "nmupaTckoro” nporpaMMHOro obecreueHuss MOXKeT NMPUBECTH K MHOTHM
pHCKaM: OT MOTepH AaHHBIX K TBOWM aKKayHTaM [0 OJOKHPOBKH TBOEIo YCTPOWCTBa, IJi€
yCTaHOBIIeHa HelleranbHas nporpamMa. He cTouT Takike 3abbiBaTh, YTO CYIIECTBYIOT JIeTajIbHbIE
1 OecrutaTHbIE TPOrPaMMBbl, KOTOPbIe MOXKHO HalTH B CETH.

O noprane

CerteBu4ok.pd - TBOW TJaBHBI COBETYMK B CeTH. 3JeCh Thl MOXKelb Y3HaTh O
0€30MacHOCTH B CETH MOHATHBIM M JOCTYMHBIM A3bIKOM, @ IPH BO3HUKHOBEHHH KPHTHYECKOH
CUTyalUMH OOpaTHTHCS 3a COBETOM. A TaKKe NPHHATH y4acTHE B KOHKYpcax H CTaTh CaMbIM

1 poBBIM rpaXkIaHHHOM!




UHCTPYKLUS LIS OBYYAIOIIUXCS OB HHOOPMAIIMOHHOM
BE3OITACHOCTH

HEJIb351

1. Bcem moapsa coobuiaTh CBOKW HacTHYI0 HH(popMalHio (HacTosime ums, GpamMuiuio,
TesnedoH, agpec, HoMep IIKOJIBI, a Takke GoTorpaduu CBOU, CBOEH CEMbH H JIpy3€id);

2. OTKpbIBaTh BIOKEHHbIE (aiiyibl 3IEKTPOHHO MOYTHI, KOT/Ia He 3Haelllb OTIPaBHTEIL;

3. I'pybuTh, IpHANPATHCS, OKA3bIBaTh JaBICHHE - BECTH cebsl HEBEXKIIMBO U arPECCUBHO;

4. He pacnopsbkaiicsi AeHbraMM TBoeH ceMpH Oe3 paspellieHHs CTapliMX - Bcerja
CripalliiBai poAUTeNei;

5. He Bcrpeuaiics ¢ MHTepHeT-3HAKOMBIMM B pEajbHOM JKM3HM - TIOCOBETYHCS CO
B3pOCIIBIM, KOTOPOMY JI0BEPSEIIIb.
OCTOPOXHO

1. He Bce mumyt npasay. Yuraews o cebe Henpaay B MHTepHere - coobum 06 3T0oM
CBOMM POIHTEISIM HIIH ONEKyHaM;

2. [purnamaroT nepenuchiBaThCs, HrpaTh, 0OMEHHBATHCA - IIPOBEPb, HET JIH MTOABOXA;

3. HezakoHHoe konupoBanue ¢aitios B UHTepHETE - BOPOBCTBO;

4. Bceria pacckasbiBail B3pOCIIbiM O NpobieMax B CeTH - OHHM BCEr/la MOMOTyT;

5. Wcnonb3yii HAacTpoiiku 0e30macHOCTH W TMPHBATHOCTH, 4TOOBI HE MOTEPATH CBOM
aKKayHTbl B COLICETAX M JIPYTHX Moprajax.
MOKHO

1. YBakait qpyrux rojb3oBareie;

2. Tons3yembes MHTepHET-UCTOYHUKOM - JIeJIal CChUIKY Ha HEro;

3. OTkpbiBaii TOIBKO T€ CChUIKH, B KOTOPBIX YBEPEH;

4. O6marscs 3a NOMOIIBIO B3POCIbIM - POJAMTENH, ONEKYHbI M aIMHHUCTpALUs CaWTOB
BCerja MoMoryT;

5. Tlpoiiam o6ydenne Ha caite "CeTeBHHOK" M TOJy4d NacmopT uUMPpoBOro

rpaxkiaHuHa!




