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HHCTpYKIHSA 415 00yHAI0MHAXCSH N0 00ecneYyeHHI0 HH o :‘_'almgg off Geonacuocrn npH
HCNoab30BaHHH ceTH « MHTepHET» A0 pasMelieHHs B y4eOHbIX KaOHHeTaX, B KOTOPbIX
ocymecTssiercs Aoctyn B ceTh «MHTEpHET

C kaxbIM roloM MOJIOAEKH B HHTEPHETE CTAHOBUThCA Ooliblile, a MIKOIbHUKH OIHH M3
caMblIX aKTUBHbIX Mojb3oBatened PyHera, Mexny TeMm, NMOMHMO OIpOMHOTO KOJIHYecTBa
BO3MOJKHOCTEH, MHTEPHET HeceT W MpoOieMbl. DTa mamsATKa JOJKHA 1MOMo4Yb Tebe Ge3omacHo
HaXOJIUThCH B CETH.

KoMmnbioTepHubie BHPYChI

KomnbloTepHblii  BHpPYC - 3T0 pPa3HOBMIHOCTb KOMIBIOTEPHBIX  IpOrpamm,
OTIMYUTEIbHOH OCOOEHHOCTBIO KOTOPOH fABISETCS CHOCOOHOCTL K pa3sMHOKEHHI0. B
JIOTIOJITHEHHE K 3TOMY, BUPYChI MOT'YT [OBpPEIUTh WJIH TNOJHOCTBIO YHHUYTOXKHTH Bce (aiiyibl U
JlaHHbIE, MOJKOHTPOJIbHBIE I10JIb30BATEl0, OT UMEHH KOTOporo Obiia 3amylleHa 3apakeHHas
nporpaMma, a TaKKe MOBPEIHTh WM JaKe YHUYTOKHUTh ONEPAaLMOHHYIO CHCTEMY CO BCEMH
¢aiinamu B LenoM. B GobIIMHCTBE cilydaeB paclipoCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTobl 3alIUThI OT BPEAOHOCHBIX MPOTPaMM:

1. Ucnons3yil coBpeMeHHblE OIepallMOHHBIE CHCTEMbl, HMEIOIINHE Cepbe3Hbli YPOBEHb
3allUThl OT BPEJJOHOCHBIX NIPOTPaMM;

2. TloctosHHO ycTaHaBnuBai nauTH (UMQpOBbIE 3aIUIaTKH, KOTOpble aBTOMAaTHYECKH
yCTaHaBIMBAlOTCA C Uejblo0 JopabOTKW mporpaMMbl) W JApyrHe OOHOBIEHHS CBOEi
ornepaiMoHHOH cucTeMbl. CkauuBai UX TOJIBKO ¢ oHIMAIbHOTO caiiTa pazpaboTurka OC. Eciu
CYIIECTBYET peXHM aBTOMaTH4eCKOT0 OOHOB/IECHHS, BKIIOYH €r0;

3. Paboraii Ha cBoeM KoMIIblOTEpE MOJ NpaBaMu MOJb30BaTels, a He aJIMHHHCTpaTopa.
DTO He TMO3BOJMT OONBIIMHCTBY BpEIOHOCHBIX TMPOrpaMM MHCTALIMPOBaThbCcd Ha TBOEM
NepCcoOHaIbHOM KOMITbIOTEpe;

4. Ucnonb3yi aHTUBHPYCHbIE MPOrpaMMHBIE MPOAYKTbI M3BECTHBIX MPOM3BOAMTENEH, ¢
aBTOMaTHYeCKUM OOHOBJIEHUEM 0a3;

5. OrpaHu4b QU3HYECKHHA JOCTYN K KOMIIBIOTEPY /Ul MOCTOPOHHMX JIMIL;

6. Wcnonp3yii BHeLIHWEe HOCUTEIH HHPOPMALIMK, Takue Kak Quelika, AMCK WK (aiin u3

HHTEPHETA, TOJIBKO H3 NPOBEPEHHBIX HCTOYHHKOB,



7. He oTkpbiBaii KoMIbloTepHbie (aiiyibl, TONydeHHblE W3 HEHaJEeXKHBIX HCTOYHHKOB.
Jaxe Te ¢aitibl, KOTOpble MpPUCIal TBOH 3HaKOMbIH. Jlydlle yTouHM y Hero, OTHIpaBisl JIH OH
Tebe ux.

Cern WI-FI

Wi-Fi - 510 He BUJ nepeauyn JaHHBIX, HE TEXHOJIOTHs, a Bcero Juib Opena, Mapka. Eme
B 1991 roxy nuaepnanackas komnanus 3apeructpuposana Openn "WECA", uro obosnayaino
cnoBocovetanue "Wireless Fidelity", koTopsiit mepeBoanTcs kak "GecnpoBogHas TOYHOCTS".

Jlo Hamero BpeMeHM J1ouuia Apyras abOpeBuaTypa, KoTopas SBISIeTCS TaKoW iKe
TexHonoruei. 9to abbpesuarypa "Wi-Fi". Takoe HazBaHHe ObLIO JaHO C HAMEKOM Ha CTaHAApT
BhIcILIeH 3ByKoBOi TexHukH Hi-Fi, uTo B nepeBose o3HauaeT "BbicOKas TOYHOCTH".

Jla, OecninaTHbI MHTEPHET-AOCTYN B Kade, OTeasiX M a’ponoprax SABIAETCS OTIHYHOM
BO3MOJKHOCTBIO BbiXO/la B MHTepHeT. Ho MHOrMe 3KcnepThl CUMTalOT, 4TO obutenocTynHeie Wi-
Fi cetu He ABsIOTCS G€30MaCHBIMU.

CoBertsl 1o 6e3onacHocTH paboThl B 00menocTynubix cetsax Wi-fi:

1. He nepenaBaii cBoio guuyHylo HHpopMmamuioo yepe3 obmenoctynusie Wi-Fi ceru.
PaGotas B HUX, JKelaTeJlbHO He BBOAUTH MapoJH AOCTYMA, JOTHHBI H KaKHe - TO HoMepa;

2. Ucnonb3yi 1 oOHOBIIAH aHTHBUpPYCHbIE MporpamMmbl U OpanamMayep. Tem caMbiM THI
obe3onacuuib cebs OT 3aKaYKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnombzoBanunm Wi-Fi otkmoun ¢ynkumio "OO6umit noctyn k daiinam u
npuHTepam". JlaHHas (yHKLUS 3aKpbiTa [0 YMOJYaHMIO, OJIHAKO HEKOTOpPBIE MOJIb30BaTElH
aKTHBUPYIOT ee [Uld yAo0cTBa HCTI0Ib30BaHUs B paboTe Wiu yuebde;

4. He ucnonw3yit myGauunbii WI-FI s nepenaud JMYHBIX AaHHBIX, HalpuMep IUis
BBIXOJIa B COLMAJIbHbIE CETU MIIH B 3JIEKTPOHHYIO MOUTY;

5. HUcnonw3yit Tonbko 3amuieHHoe coeauHenue depes HTTPS, a ve HTTP, T.e. npu
Habope BebG-anpeca BBoaM umMeHHO "https://";

6. B wmoOwisHOM TenedoHe ortkmoun Qyakumo "Tloakmouenne k  Wi-Fi
aBTromatuyecku". He nonyckaii aBToMaTHYecKoro rnoAkIOueH s ycTpoiicTa k cetsM Wi-Fi 6e3
TBOETO COTJIacHs.

ConnanbHbie ceTH

CouuanpHble CETH aKTHBHO BXOJSAT B Hally )KM3Hb, MHOTHE JIIOAM paboTalOT U KHMBYT
TaM nocTosHHO, a B Facebook yxke 3apeructpupoBaH MuWIMap] 4esloBeK, 4TO ABIAETCH OQHOM
celbMOHM BceX JXHTened IulaHeTbl. MHorue nosjib3oBaTe/ld He MOHMMAIOT, YTO HMH(OpMaLus,
pa3MelleHHas HMU B COLIHAIbHBIX CETAX, MOXKeT ObITh HaiileHa M MCIOIb30BaHAa KeM YIrOJIHO, B
TOM 4HcJIe He 00s3aTeIbHO ¢ 61aruMH HaMepeHUSIMH.

OCHOBHBIE COBETHI IO D€30MaCHOCTH B COIHAIBHBIX CETAX:




1. Orpannup cnucok Jpyseil. Y Teds B Ipy3pX He JO/KHO OBbITh CIy4alHBIX H
HE3HAKOMBIX JIIOJICH;

2. 3ammniaidi CBOKO YacTHYIO kKuM3Hb. He ykaspiBali maposu, TenedoHsl, ajapeca, 1aTy
TBOETO POXKACHUSA W APYIYIO JHUHYIO MH(OpMaLHIO. 3MTOYMBIILUIEHHUKH MOTYT HCIOJIb30BaTh
naxe HHPOPMaLMIO O TOM, KaK Thl H TBOW POJMTEIIH TJIAHUPYETE MPOBECTH KaHUKYJIBI;

3. 3aummaii cBOIO penyTauuio - IEPXKHU €€ B YMCTOTe U 3ajaBail cebe Bompoc: XoTel Obl
Thl, 4TOOBI JApYrHe MOJIB30BaTeIN BUCIH, 4TO Thl 3arpyxkaemis? Ilogymaii, npexae yeM 4ro-To
onmy0IMKOBATh, HANTUCATh M 3arPy3UTh;

4. Eciii Tl TOBOPHILI C JIFOIBMH, KOTOPbIX HE 3Haelllb, He HCIIOJIb3YH CBOE pealbHOe MM
U JIPYTYIO JTHYHYIO HHOOPMALMK: UM, MECTO JKMTETbCTBA, MECTO yueObl U Mpoyee;

5. Usberaii pasmeuienus dororpaduii B UHTepHete, rae Thl u3obpakeH Ha MECTHOCTH,
10 KOTOPOH MOJYKHO ONpe/Ie/IUTh TBOE MECTOMOJIOKEHHE;

6. Ipu perucTpauyy B COLMAIBHOMN CeTH HEOOXOAMMO HCIIONb30BATh CIIOXKHbBIE MapOJIH,
cocTosIHe U3 OyKB U QP U C KOTHIECTBOM 3HAKOB He MeHee §;

7. Jns COLMANbHOM CETH, MOYThI U JPYrUX CAHTOB HEOOXOJHUMO HMCIOJIb30BaTh pa3HbIe
nmaposu. Torzaa ecnu Tebds B3JIOMAIOT, TO 3JOYMBIILICHHHKH M0JIy4aT JOCTYIl TOIBKO K OXHOMY
MEcCTy, a He BO Bce cpa3y. '
D/IeKTPOHHbBIE IeHbIH

DNeKTPOHHBbIE JeHbIH - 3TO O4YeHb YAOOHBIH Ccrocod niatexei, ONHAKO CYILECTBYIOT
MOLIEHHUKH, KOTOpbI€ XOTAT MOAYYHTh 3TH A€HbIH.

DNIeKTPOHHBIE JE€HBbIH TOSBHIMCH COBCEM HEJABHO M MMEHHO H3-3a 3TOr0 BO MHOTHX
rocyapcTBax /10 CHX Mop He MPOIMHCAHO PO HUX B 3aKOHaX.

B Poccum e oHM pYHKUMOHUPYIOT U O HUX YK€ TIPONUCAHO B 3aKOHE, IIE UX pasAe/sioT
Ha HECKOJIKO BH/IOB - aHOHHMHBbIE U HE aHOHMMHbIe. PasHHLIa B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOpBIX pa3peliaeTcs NPOBOJWTH oOfepalMu ©Oe3 HICHTU(QHKaMM TNoNb30OBaTeNs, a B
HEaHOHMMHBIX WIEHTH(UKALHS MOTb30BaTeIs ABIseTCS 00s3aTEeIBHOM.

Takxe ciefyeT pa3iuyaTh EKTPOHHbIC (HaTHbie JEHBIH (paBHbI IOCYAapCTBEHHBIM
BAJIIOTaM) U 3JIeKTPOHHbIE HepuaTHbIe IeHbI'H (HE paBHBI FOCY1apCTBEHHBIM BAIIOTaM).

OcHoBHbIE COBETHI 110 Oe30nacHOi padoTe ¢ 3JeKTPOHHBIMH J€HbIaMH:

1. TlpuBsikn Kk cyeTy MOOWIBHBIH TenedoH. DTo cambiii yAOOHBIH U OGBICTPBIA criocod
BOCCTAHOBUTH JOCTYyNn K cyery. [IpuBsisanubiii TenedoH nomoxeT, ecau 3abyzneimis CBOH
IUIaTeXKHBIH Maposib WK 3ai/Ielllb Ha CAalT ¢ He3HAKOMOTO YCTPOHCTBA;

2. Ucnonb3y# onHOpa3oBbie maponu. [locie nepexosia Ha YCHIIGHHYIO aBTOpH3aluio Tebe

yXke He OyJeT yrpoxaTh ONacHOCTb KPajkH HJIM MepexBara IIaTe)XHOro naposis;



3. Boibepu cnokubii naponb. [Ipectynnukam OyaeT He MpOCTO yrajaaTh CIOXHBIA
naponk. HaiexHsie Mapoiy - 3TO NapoJi, KOTOphIe COJIepkKaT He MeHee 8 3HaKOB H BKIIIOYAIOT B
cebsi CTpPOYHbIE ¥ MPONHCHBIE OYKBbI, LM(PHI K HECKOJIBKO CHMBOJIOB, TaKHe KakK 3HaK J0j1apa,
dyHTa, BockIMuaTenbHbii 3Hak u .M. Hanpumep, $tR0Ong!;;

4. He BBO/IM CBOHM JIHYHBIE IaHHbIe Ha CaliTaxX, KOTOPLIM HE 10Bepsellb.

JIEKTPOHHASA NOYTA

DneKTpOHHAs MoYTa - 9TO TEXHONOTHS M MPEJOCTaBIAEMbIE €l0 YCIIYTH 10 MePechUIKe U
TOJYYEHHIO 3JIEKTPOHHBIX COOOIIEHH, KOTOphie pacnpelelsioTcsi B KOMIIBIOTEPHOH CeTH.
O6bIMHO  ONEKTPOHHBI  MOYTOBBIH  SIMMK  BHIVIAMT  CledylomuM  obpa3soMm:
UMs_TIoNb3oBaTeNsi(@ums_jioMeHa. Takke Kpome Tepeladd MNpPOCTOro TeKCTa, HMeEeTcs
BO3MOYKHOCTb Mepe/iaBaTh (Gaiibl.

OcHOBHBIE COBETHI 110 6e30macHoi paboTe ¢ MeKTPOHHON MOYTOM:

1. Hago BeIGpaTh NpaBWIbHBIA MOYTOBbIH cepBHC. B HHTepHETe ecTh OrpOMHBbIH BHIOOP
GecruIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIydllie JOBEPATh TEM, KOTO 3Haellb H KTO TepBbli B
peiTuHre;

2. He ykasbiBaii B 1M4HON moyTe JHyHYyio uH(opMmaumio. Hanpumep, iy4ue BoiOparth
"My3biKanbHbI_(panat@" win "pok2013" BmecTo "remal3"; .

3. Ucnonb3yii ABYX3TAMHYIO aBTOPH3ALMI0. ITO KOr/la MOMMMO MapoJis HYKHO BBOJHTH
KOJI, IPUChLTaeMbli Mo SMS;

4. Boibepu cnoxsbiil maposnb. JUis KakIOTO TIOYTOBOTO SIIMKAa AOJDKEH ObiTh CBOW
HaJIe)KHbIN, YCTOHUMBBIN K B3JIOMY [apoilb;

5. Eciu ecTh BO3MOXKHOCTh HAMKMCaTh CAaMOMY CBOH JIMYHBIH BOIPOC, HCTIONB3YH 3Ty
BO3MOYKHOCTb;

6. Vcnonb3yii HECKOJIBKO MOYTOBBIX SMMKOB. IlepBblii s 4YaCTHOH IEpPENUCKH C
aZlpecaTaMH, KOTOPBIM Thl JOBepsielllb. JTO 3JEKTPOHHBIH ajpec He HAJ0 MCIONb30BaTh MpH
perucTpaLuu Ha popymax U caiTax;

7. He oTkpsiBaii Qaiiisl U Apyrue BIOXKEHHS B MHUChbMaXx, Jake eCliH OHH TpPHULUIA OT
TBOMX Jpy3eii. JIyule yTo4YHHM Yy HHX, OTIIPAB/SAIIN 1M OHM Tebe 3Tu daiinby

8. [Tocie okoHuaHHs paGOThI HA TIOYTOBOM CEPBHCE NEpe/l 3aKPHITHEM BKIIA/IKH C CaHTOM
He 3a0yab HaXxaTh Ha "BeiiiTn".

KubepOy/IHHT HJIH BHPTYAJIbHOE H31€BATE/ILCTBO

KubepGyanmuer - mnpeciefoBaHHe COOONICHHAMH, CONEPKALIMMHU  OCKOpONeHHUs,
arpeccuio, 3alyrHBaHHe; XyJIHIaHCTBO; COlHAbHOE OOHKOTHPOBAHHE C TOMOILBIO PasIHYHbIX
MHTEPHETCEPBHCOB.

OcHoBHbIE COBETHI 110 Oopbbe ¢ KndepOyIIMHIOM:




1. He 6pocaiics B Goii. Jlyummii crnocob: nocoBeToBaThCA Kak cebsl BECTH M, €CIH HeT
TOro, K KOMy MOXHO OOpaTHTbCS, TO BHayaje YCNOKOMTbesi. EciM Thl HauHellb OTBEYaTh
ocKop6IeHHAMH Ha OCKOPOJIEHH, TO TOJIBKO ellie Goblle pa3oioKelllb KOHPIHUKT;

2. Ynpagnsii cBoed kubeppenyTaiuei;

3. AHOHMMHOCTH B ceTH MHHMas. CylecTBYIOT crniocoObl BBIACHHTb, KTO CTOMT 3a
aHOHUMHBIM aKKayYHTOM;

4. He CTOMT BECTH XYJIMTaHCKHH 00pa3 BHpTyasbHOH kH3HH. MHTepHeT QUKCHpYeT Bce
TBOM JIEHCTBHS U COXpaHseT UX. Y 1aquTh UX OyJeT KpalHe 3aTpyAHUTENbHO;

5. Cobnroaii cBOKO BUPTYAJIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii enuHuyHbIi HeraTuB. OZHOpa30Bbie OCKOPOHTEbHbIE COODLICHHS JTyH4Ile
urHopupoBaTh. OOBIMHO arpeccHs NpeKpaiaeTcs Ha HaqalbHOM CTa/INH;

7. Ban arpeccopa. B nporpamMmax oOMeHa MTHOBEHHBIMH COOOLICHHSMH, B COLMATIBHbBIX
CeTsiX eCTh BO3MOYKHOCTh OJIOKUPOBKH OTTIPaBKH COOOIIEHUH ¢ ONpe/Ie/ICHHBIX apecoB;

8. Ecmu Tl cBuierenb kuOepOyumnra. TBom JeACTBUA: BLICTYNIHTH TPOTHB
npeciejoBaTels, MOKasaTh €My, YTO €ro JeHCTBUs OLEHHBAIOTCH HEraTWBHO, NOJJAEpXKaTh
JKepTBY, KOTOPOH HyKHA TCHXOJOrHYecKas MOMOIIb, COOOWMTh B3pociabiM © (akre
arpecCHBHOI'O MOBEIEHHUs B CETH. .
MobuabHbli Teaedon

CoBpeMeHHble CMapT(OHBI W IUIAHIIETHl COjepXaT B cebe BIOJHE B3POCIbI
GyHKIMOHAN, W Tenepb OHM MOTYT KOHKYPUPOBATh CO CTallHOHAPHBIMH KOMIIBIOTEPaMH.
OnHaKo, Cpe/ICTB 3alIMThI Ul NOJOOHBIX YCTPOHCTB MOKa o4eHb Masio. TecTupoBaHHe U MOHUCK
yA3BUMOCTEH B HMX MPOMCXOIAMT He Tak MHTeHcHBHO, Kak i [IK, To ke camoe kacaercs M
MOOMIIBHBIX TIPHIIOKEHHH.

CoBpeMeHHBbIE MOOWIIbHbBIE Gpay3epbl yXe NPaKTUYECKH [AOTHAIH HAaCTOJIbHbIC aHATOTH,
o/lHaKO paciuMpeHHe (yHKIMOHanTa BieyeT 3a coboi OonbLIYIO CIOKHOCTE M MEHBIIYIO
3alIUIIEHHOCTb.

Jlanexo He BCe MPOW3BOAMTENN BBITYCKAIOT OOHOBIEHMs, 3aKPBIBAIOIHE KPHTHYECKHE
yA3BUMOCTH /LISl CBOHX YCTPOHCTB.

OcHOBHBbIE COBETHI /s 6e30MacHOCTH MOOHIBHOTO TeedoHa:

Huuero He sBisieTcs To-HacTosmeMy OecruiaTHbiM. Byzs ocTopoieH, Belb Korja Tebe
npeIararoT OecIUIaTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBITBI KaKue - TO IUIaTHBIC YCIIYTH;

Jlymaii, npexae 4em otnpaBuTh SMS, ¢oTto umm Braeo. Thl TOYHO 3Haelllb, I7ie OHH
OyayT B KOHeYHOM HTOre?

Heo6x011Mo 06GHOBJIATH OIEPALIMOHHYIO CHCTEMY TBOETo cMapTdoHa;

Mcnonb3yii aHTHBMAPYCHBIE IPOTPAMMBI /I MOOMITbHBIX TeJIe(hOHOB;



He 3arpyxaii npuioxxeHHs OT HEH3BECTHOrO MCTOYHMKA, BEIb OHH MOTYT coaepxkaTth
BPEJIOHOCHOE MPOrpaMMHOe 00ecTieyeHHe;

Ilocne Toro xak Tel BbIIelIb C caiiTa, Ile BBOAWI JHYHYIO MH(POPMALMIO, 3ailu B
HaCTpOMKH Opay3epa u yaanu cookies;

Ileprosuyeckn mpoBepsii, kakue NuaTHble YCIYTH aKTHBHPOBaHBI Ha TBOEM HOMepe;
JlaBaii cBoii Homep MOGWIBLHOrO TeneoHa TONBKO MOAAM, KOTOPHIX Thl 3HAellb M KOMY
Jl0Bepsielllb;

Bluetooth nomxen GbITh BbIKITIOHEH, KOra Thl UM He Monb3yembcs. He 3a6biBaii uHora
TIPOBEPSATH ITO.

Online urpsi

CoBpeMeHHble OHIAHH-MTPBl - 3TO KpAaco4Hble, 3aXBATHIBAIOUIHE pa3BlEYEHUS,
00beIMHSIOIIHE COTHH THICAY YeTOBEK 110 BeceMy MHUpy. MIrpoku MccieayloT aaHHbBIA UM MHUp,
00WAI0TCs APYr ¢ APYrOM, BBINOJHSIOT 3aJaHusl, CPAXKAIOTCA C MOHCTPAMH H NOJYYaOT OMBIT.
3a yZOBOJNLCTBHE OHHM IUIATAT: IOKYMAIOT AMCK, OIUIAYHBAIOT aGOHEMEHT MU npHodpeTaioT
KaKHe-TO OILIKH.

Bce st cpenctsa mayt Ha momjepikaHWe M pasBHTHE HIPbl, a TakKe Ha camy
6e30MacHOCTb: COBEPUICHCTBYIOTCS CHCTEMbI ABTOPH3AllMH, BBIMYCKAIOTCS HOBbiE MATYM
(uMgpoBbIe 3aNIaTKN 115 IPOTPaMM), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nonioGHBIX Hrpax CTOMT omacaThCsi He CTONBKO CBOMX CONEPHHKOB, CKOJIBKO KpaXKu
TBOETO MapoJis, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3ALIMH OONBIIMHCTBA UTP.

OcHoBHBIe cOBETBI 110 6€30TaCHOCTH TBOET0 HIPOBOTO AKKAyHTA:

1. Ecin aipyroii urpok Besiet cefs IUIOXO MM co37aeT Tebe HEeNpHATHOCTH, 3a010Kupy#H
€ro B CITHCKE HIPOKOB;

2. Tloxanyiics aJIMMHHCTPAaTOpaM MIPhl HAa IUIOXO€ [OBEAEHHE 3TOTO UIpoKa,
KeJIaTebHO TPUIIOKUTH KAKHE-TO JI0Ka3aTeIbCTBA B BHE CKPHHOB;

3. He ykasbiBaii nuuHyio HHbopMaLuio B npodaiite Hrpsr;

4. VBaxaii IpyruxX y4aCTHUKOB I10 HIpe;

5. He ycranaBnmBaii Heo()HIHAIbHBIE TATYH U MOJIBI;

6. Ucnonn3yii clio)kHble U pa3Hble apoIH;

7. Jlaxe Bo BpeMs WIPbl He CTOMT OTK/IIOYaTh aHTHBHpYc. Iloka ThI Mrpaeib, TBOIi
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIHHT HJIH KPAkKa JHYHBIX TAHHBIX

OGbI4HON Kpaxeil JeHEr M JIOKYMEHTOB CEroJHs yke HHKOTO He YAMBHIUb, HO C

PasBUTHEM HMHTEPHET-TEXHOJIOTHH 3JIOYMBIIUIEHHHKH TIEPEeMECTHIMCh B HMHTEPHET, H

NPOIOJDKAIOT 3aHUMAaThes "IOOUMBIM" J1€/TOM.



Tak mosBWJIACH HOBas yrpo3a: HHTEPHET-MOIUCHHHYECTBa WX (PHLIMHT, TiIaBHas Lelb
KOTOPOTO COCTOHT B MOJY4CHHH KOH(HICHIMATbHBIX JAHHBIX T0JIb30BaTeeH - JOTHHOB M
naponeii. Ha anrnuiickom si3bike phishing unraetcs kax ¢ummnr (ot fishing - peibHas nosns,
password - iapoib).

OcHoBHbIE COBETHI M0 6opbde ¢ PUIIMHTOM:

|. Cneam_3a cBOMM akkayHTOM. EciM Thl MoZO3peBaelllb, YTO TBOS aHKeTa Oblia
B370MaHa, TO HeoBXOAMMO 3a6I0KMPOBaTh €€ M COOOLIMTH aIMHHUCTpaTopaM pecypca 06 3ToM
KaK MOXKHO CKopee;

2. Ucnone3yii 6e3onacHbie BeO-caliThl, B TOM YHMCII€, MHTEPHET-Mara3sHHOB U MIOMCKOBBIX
CUCTEM; |

3. Wcrnonb3yii CIOXHBIE ¥ pa3Hbie napoid. Takum oOpasom, ecnu Tebs B3IOMAKOT, TO
3/I0yMBIILIEHHUKH TOMY4aT J0CTYI TOIBKO K OTHOMY TBOEMY NPO(HIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B30MalM, TO HEOOXOAMMO MpeayNpeuTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
n06aBieHbl y Te6s B APY3bAX, O TOM, YTO Tebsi B3JIOMAIH H, BO3MOXKHO, OT TBOErO MMeHH Oyaer
pacchiIaThCsl CIIaM H CCHUIKM Ha (PMIIMHTOBBIE CaNThl;

5. YctanoBH HaaexHbli maposis (PIN) Ha MOGHIBHBIH TenedoH;

6. OTKII04H cOXpaHeHHe napolis B Opaysepe;

7. He otkpseiBail Gaiiiabl ¥ ApYrHe BIOXKEHHS B MUCbMaxX, Ja)e €CIH OHM MNpPHILIH OT
TBOMX Jpy3eii. JIyuine yTo4H# Y HUX, OTIPABIISIIN JIM OHHU Tebe 5TH pailibl.

[udposas penyrauus

Lldposasi penyTauus - 5T0 HETaTHBHAS WIH MO3MTHBHas WHMOpMauus B ceTH o Tede.
KommpoMmetupytommas uuopmaiis, pasMelleHHas B MHTEDHETe, MOKET Cepbe3HbIM 00pazoM
OTpa3uThCs Ha TBOeH peanbHO# ku3HH. "Lludposas penyrauus” - 5T0 TBOH HMHILK, KOTOpBIN
dopmupyeTcs U3 HHGOpMaLUK 0 Tebe B HHTEpHETe.

TBOe MeCTO KHUTENbCTBA, yueObl, TBoe (HHHAHCOBOE MOIOKEHHE, OCOOEHHOCTH XapaKTepa
M paccKasbl 0 OJIM3KHX - BCe 3TO HAKalINBaeTCs B CETH.

MHOrHe TIOPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MyOJIHKalluy THYHON MH(OpMaliy B
WnTepHeTe, He TIOHUMAsi BO3MOXKHBIX MOCHeACTBHi. Thi Jaxke He CMOXeIIb J0rajaThes O TOM,
gyto (poTorpadus, pameleHHas 5 JIeT Ha3all, CTala NPUYMHON OTKa3a NpUHATL Tebsi Ha paboTy.

KomMmeHTapuu, pasMelieHHe TBOMX QoTorpapuii W Apyrue HEHCTBHS MOTYT He
MCUE3HYTh Jakke Moclie TOro, Kak Thl MX yAaiuiib. Thl He 3Haellb, KTO COXpaHWJI 5Ty
uHpOpMalio, TIoNala JIH OHa B MOMCKOBbIE CHCTEMBI H COXPaHHJIACh JIM OHA, a TIABHOE: 4TO
noAyMaioT o Tebe OKpyKaloLl{e JIIOH, KOTOpble HalayT W yBUAAT 3T0. Haiitn nHOpMaLHIO
MHOTO JIeT CIYCTSi CMOXeET J1000# - Kak M3 J0OpbIX MoOykKIeHHH, TaKk M C HaMEpeHHEM

IIPUYHHHTD Bpell. DTO MOKET ObITh KTO YTOJHO.



OcCHOBHbIE COBETHI IO 3alIHTe LN(PPOBOH peryTaLHHu:

1. Tloaymaii, mpexzae 4eM 4TO-TO MyGIMKOBaTh M NepelaBaTh y ceba B Oiore wiu B
COLIMAJIHOH CeTH;

2. B HacTpoiikax npoQuis YCTaHOBH OTPaHWYEHHS Ha MPOCMOTP TBOEro Mpoduisi U ero
COIEP)KUMOTO, C/IeNIail ero ToNbKOo "1l Apy3en”;

3. He pa3smelnaii 4 He yKa3biBail HHPOPMALHIO, KOTOPas MOKET Koro-i1ubo ockopbisiTh
W 0OMKaTh.

ABTOpPCKOE NIPaBo

CoBpeMeHHBbIE [IKOJbHHKH - AaKTHBHBIE IOJb30BaTelH LHM(PPOBOrO NPOCTPAHCTBA.
OJHaKo JaleKo He BCe 3HAIOT, YTO MOJIb30BaHHE MHOTHMH BO3MOXKHOCTAMH LIM(POBOro MHpa
TpebyeT coburoieHHs IPaB Ha HHTEJIEKTYaIbHYI0 COOCTBEHHOCTD.

Tepmun "MHTeNNeKTyalbHas COOCTBEHHOCTh" OTHOCHTCS K pasIHYHBIM TBOPEHHSM
YeJI0BEYECKOro yMa, Ha4WHas ¢ HOBBIX H300peTeHHH 1 3HaKoB, 0003HaYalOMMUX COOCTBEHHOCTh
HA TNpPOAYKTHI M YCIyrH, M 3aKaHuHBas KHUraMH, ¢oTorpagusamu, KuHOQHIBMAMH |
MY3bIKaJIbHBIMHU TIPON3BEICHUAMH.

ABTOpCKHeE MpaBa - 3TO NpaBa Ha HHTE/UIEKTYaJlbHYIO COOCTBEHHOCTh Ha MPOM3BEACHHS
HayKH, JIATepaTypbl H HCKYCCTBa. ABTOPCKHE NpaBa BHICTYNAIOT B KA4€CTBE rAPaHTHH TOTO, 4T0
MHTEeJUIEKTYaIbHBIH/TBOPYECKUH TPy aBTOpa He OyleT HampacHbIM, JacT eMy ClpaBeJIHBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3yJbTaTaX CBOEro Tpy/Ja, MOJY4YHUTh H3BECTHOCTh W TMPH3HAHHUE.
Hukro 6e3 paspellieHHs aBTOpa He MOXeT BOCIIPOU3BOIHTH €ro MPOU3BeICHHE, PaCIIPOCTPaHATh,
MyOIMYHO JIEeMOHCTPHPOBATh, MPOJABATb, WMIIOPTHPOBATh, MyCKaTh B MPOKAT, MyOIMYHO
HCIIOHATD, OKa3bIBaTh/HCTIONHATS B 3(upe win pasmewats B MHTepHeTe.

HUcnons3oBaHue "MUpaTcKoro” mporpaMMHOro obecriedeHHs MOXKeT NPHBECTH K MHOTHM
pHCKaM: OT TOTepH NaHHBIX K TBOMM aKKayHTaM [0 OJOKHPOBKH TBOErO YCTpOHCTBa, rie
yCTaHOBIIEHA HeslerajibHas nporpamma. He cToHMT Takke 3a0bIBaTh, YTO CYLIECTBYIOT JI€Ta/IbHbIC
1 OecruiaTHbie POrPaMMBbl, KOTOpPbIE MOKHO HaAWTH B CETH.

O noprane

CereBnuoKk.pd - TBOM TJaBHBI COBeTYMK B CeTH. 31eChb Thl MOXKeIb Yy3HaTh O
6€30MacHOCTH B CETH MOHATHBIM M JOCTYITHBIM S3bIKOM, a MPH BO3HUKHOBEHHH KPHUTHYECKOH
CUTYallMd OOPATHUTBCS 3a COBETOM. A TaKkKe MPUHATH y4acTHe B KOHKYpCaX M CTaTh CaMbiM

M (POBLIM Ipax1aHUHOM!




WHCTPYKIUS JIUISI OBYYAIOIIMXCSA Ob MHO®OPMAIIMOHHOM
BE3OITACHOCTH

HEJIb351

1. Becem moapsa coobuiaTh CBOI YacTHYo MHGOpMaimio (HacTosume ums, GamMuwinio,
TeneoH, ajzpec, HOMEp LIKOJIBI, @ Takxke poTorpaduu cBOU, CBOEH CeMbH H JpYy3eii);

2. OTKpBIBATh BIIOXKEHHbIe (aiiIbl 3IEKTPOHHOM MOYTHL, KOI/la HE 3HACIb OTIIPaBUTEIs;

3. I'pyOuTh, IPUAMPATHCS, OKa3bIBaTh aBJIeHNE - BeCTH ce0sl HEBEKIIMBO M arPECCHBHO;

4. He pacrniopsbkaiicsi AeHbraMM TBOeH ceMbH O€3 paspellieHHs CTapliMX - Bcerja
CTIpallIMBail POAUTENCH;

5. He Bcrpeuaiics ¢ HMHTepHeT-3HAKOMbIMH B peabHOH JKH3HM - TOCOBETYHCH CO
B3pOCIIBIM, KOTOPOMY JI0BEPSEILIb.
OCTOPOXKHO

1. He Bce mumyTt npasay. Yuraews o cebe Henpaay B MHTepHere - coobmu 06 310oM
CBOMM POIMTEISIM HJIH ONEKYHaM;

2. lpurnamaroT nepenuchiBaThCs, HrPaTh, OOMEHHBATLCS - IIPOBEPh, HET JIH MOJBOXA;

3. HezakoHHoe konupoBanue (paiinoB B UnTepHETE - BOPOBCTBO;

4. Beceraia pacckasbiBail B3pociibiM 0 npobieMax B CETH - OHH BCer/ia MmoMoryT;

5. Ucnonb3yii HacTpOWKM Oe30MacHOCTH W TNPUBATHOCTH, 4YTOObI HE MOTEPATH CBOH
aKKayHTbl B COLICETAX M JIPYTUX MopTajax.
MOXHO

1. YBaxait Apyrux noiab3oBaTesei;

2. Tonw3yemibes UHTEpHET-UCTOYHHKOM - JI€JIal CCBUIKY Ha HETo;

3. OTkpbiBaii TOJNBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6marhes 3a TIOMOIIBIO B3POCIBIM - POJHTENH, ONEKYHbl H aIMUHUCTpALUs CaiToB
BCeria oMOryT;

5. Tlpoiiam o6ydenne Ha caiite "CereBHUOK" M MONYYd nacnopT UHPpPOBOro

rpakaaHuHal



